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Abstract—This article develops a topic of interest for users who 

can access the Internet and do not know the dangers of connecting 

to a free access network where the administrator of this is 

unknown, so a connection to this network would not be 

recommended. The central theme of this research is to demonstrate 

the risks of connecting to unknown access networks. The 

methodology used was the evaluation of how many users were being 

connected to the network created to monitor. The data obtained 

from users already connected have also been evaluated. According 

to the days they were connected through the networks, there is a 

strong demand for connected users. The conclusions show that 

some users are unaware of the dangers of connecting to one of these 

networks mentioned above and the risk of the amount of 

information that a person connected to the same network can 

obtain with the help of programs already created for its correct use. 

This work is a product of evaluating the dangers of connecting to 

an unknown network in Huancayo, Peru.   

Keywords—Data, Network, Traffic, Security evaluation, Open 

access. 

I. INTRODUCTION 

In today's hyper-connected world, the internet has become 
an integral part of our daily lives, serving as a bridge that links 
us to a vast array of activities—from managing work emails and 
exchanging crucial documents to engaging in social media and 
seeking instant information. The ubiquity of this connectivity, 
however, raises important questions about the risks associated 
with accessing the internet from unreliable networks, as opposed 
to the perceived safety of trusted environments like our homes. 
This interconnectedness has transformed into a necessity, yet the 
security challenges faced, especially in public networks 
provided as supplementary services, are often overlooked 
[1][2][3]. 

This article delves into the comprehensive landscape of 
network security, highlighting the intricate protocols impacting 
various layers of networks worldwide [4][5]. Proposals such as 
Wireless Intrusion Detection Systems (WIDS) are explored as 
effective methods to mitigate risks associated with public 
internet networks, addressing vulnerabilities that could be 
exploited to compromise network availability [6][7]. 

The research presented here is distinct in its focus on 
Huancayo, providing new insights into security concerns in 
public Wi-Fi networks that may differ from studies conducted 
elsewhere [8]. The aim is to shed light on the data obtainable in 
freely accessible Wi-Fi networks, utilizing tools like Wireshark 
and delving into the layers of the OSI model to assess security 
levels and understand the protocols at play [9][10]. 

Through compelling visuals, we present a stark reality—
numerous locations where individuals, particularly students 
relying on university-provided free Wi-Fi, are potentially 
exposed to security risks [11]. This exploration seeks to not only 
reveal the vulnerabilities but also prompt a critical examination 
of security practices in prominent institutions like universities 
and large public spaces [12]. 

As we navigate this exploration of internet security, it 
becomes evident that the landscape is constantly evolving, 
presenting both challenges and opportunities. With the growing 
dependence on digital connectivity, understanding the nuances 
of network security is paramount. This research not only aims to 
uncover potential threats in public Wi-Fi networks but also to 
contribute to the broader discourse on safeguarding our 
interconnected world. By delving into the specific context of 
Huancayo and employing tools that reveal the intricacies of 
network traffic, we strive to empower users, institutions, and 
policymakers with knowledge that can enhance the resilience of 
our digital infrastructure. Together, let's delve deeper into the 
layers of security, unveiling insights that can shape a more 
secure and interconnected future. 

Join us on this journey as we unravel the intricate web of 
internet security, providing a fresh perspective on the challenges 
and solutions that impact us all. 

 

II. METHODOLOGY 

For the evaluation of the security in Wi-Fi networks [13] 
with free access, the following was taken into consideration: 
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It can be seen how the users (victim) and users (intruder) can 
be simultaneously logged, one in the program where personal 
information can be observed and the other into a social media 
interface when entering the Log-in data of the victim user. 
Taking this into consideration, the intruding user can access the 
Log-in information of the victim user and can watch every 
personal data previously submitted into the victim user account, 
as shown explicitly in the following figure. (Refer to Figure 1); 
it is demonstrated how these processes work in a flow chart.  

The flow chart, with its unique lines, figures, charts, and 
information, was made using a program named Microsoft Visio 
which is very known because of the reliable, famous, and stable 
diagramming tool [14] primarily to create flow charts and every 
kind of diagram as this one shown below.   

There are several areas in the university where any student 
can access the Wi-Fi signal and be able to enter their personal 
information into a log-in interface. Intruders may give the data 
captured a lousy use. The process of reaching the information 
capture is easy to understand and complete. There are also some 
images below, which are related to the explanation given before. 

 

Fig. 1. Flow chart of the user data capture process 

 

A. Participants 

This snapshot of our investigation stems from the dynamic 
hub of connectivity provided by the Continental University's 
free Wi-Fi network in Huancayo [15]. Picture this: a bustling 
environment where students, the primary protagonists in our 
study, seamlessly interweave their academic pursuits with the 
convenience of free Wi-Fi. Take a glance at Figure 2—a beacon 
indicating the availability of this invaluable resource. Now, 

imagine stepping into the vibrant recreational space of Hall I 
(see Figure 3), where our initial samples were gathered—a 
melting pot of ideas, collaboration, and Wi-Fi connectivity. But 
that's not all—Figure 4 unveils another hotspot, Pavilion E's 
courtyard, a rendezvous point for more students tapping into the 
allure of free Wi-Fi. Join us as we journey through these visual 
narratives, capturing the essence of connectivity within the 
vibrant confines of Continental University.  

 
Fig. 2. Referential image Wi-Fi zone indicator. 

 
 

Fig. 3. Referential image place one for student recreation. 

 
 

Fig. 4. Referential image place two for student recreation. 

B. Design 

 For the current research, we employed the Wireshark 
program on a Linux operating system to capture packets. 
Subsequently, we utilized a program on the Windows platform 
to visualize the previously captured data traffic. Wireshark [16, 
17] stands out as software designed for analyzing 
communication network protocols, presenting data with its 
entire structure in an orderly and specific manner. The operation 
of the Wireshark software allows for the examination of the 
traffic that existed at the specific time of analysis. The chosen 
network served as the focal point for scrutinizing data and 



978-8-3503-1557-8/23/$31.00 ©2023 IEEE 

 

discerning unique characteristics during instances when students 
were actively logged into their respective accounts. In Figure 5, 
witness the intricacies of connecting electronic devices via Wi-
Fi [18], a process meticulously analyzed using the Wireshark 
software. 

 
Fig. 5. Referential image of the use of the Wireshark program in Linux. 

 

When utilizing Wireshark, the visualization of 

information in the capture console reveals distinct colors, each 

indicative of the type of packet or protocol in the collected data. 

Red packages signify errors, green packages represent TCP, 

yellow packages denote UDP, blue packages correspond to 

ICMP, and gray packages signify low-level protocol packets. A 

reference figure (refer to Figure 6) illustrates how data is 

collected and categorized based on these color-coded 

distinctions. 

  

Fig. 6. Referential image of the use of the Wireshark program in Linux. 
 

C. Instruments 

The capturing of network traffic was executed using the 

Wireshark program [19, 20]. To facilitate a more user-friendly 

examination of the traffic packets collected from the university's 

free Wi-Fi network, the NetworkMiner tool was deployed [21, 

22, 23]. NetworkMiner, a specialized software, is employed to 

structure and organize the data gleaned from the Wireshark 

program, enhancing the overall clarity and tidiness of the 

information for subsequent analysis [24]. Following this, the 

compiled information from the connected network is presented 

within a specified time range, revealing the extension and type 

of [25] utilized in each transmitted packet (Refer to Figure 7). 

Fig.7. Referential image of the use of the NetworkMiner program. 

D. Procedure 

Upon initiating the program, the selection of the network 
card to be employed is a crucial step [26]. The subsequent 
observation involves tracking the pages visited by users 
connected to the network. Upon identifying a potential target, 
the program patiently awaits their access to social media 
platforms. Once the victim engages in social media activities, 
such as entering a username and password [27, 28], the program 
captures the necessary information during the log-in process, 
utilizing the HTTP web page access protocol. The 
comprehensive flowchart depicting the general process 
employed to extract data from an individual within the network, 
monitored by the Wireshark software, is illustrated below (Refer 
to Figure 8). This methodological approach emphasizes a careful 
and ethical process of data acquisition within the monitored 
network. It's important to underscore that these actions are 
conducted for research purposes, aiming to understand potential 
vulnerabilities rather than for any malicious intent. By 
visualizing the step-by-step flowchart, we gain insights into how 
data is collected during routine online activities. This process not 
only highlights the importance of safeguarding personal 
information online but also underscores the need for continuous 
vigilance against potential security threats. As we delve into the 
intricacies of network monitoring, it becomes evident that 
awareness, education, and proactive security measures are 
crucial in maintaining the integrity of digital interactions within 
connected environments. 
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Fig. 8. Data capture Flow chart 

III. RESULTS 

Thanks to the evaluation of the network, it was possible to 
show that people connected to this free Wi-Fi network are sure 
that they have entrusted their data to third parties [29] and, 
therefore, can be seen by strangers who may be spying on the 
web. Thus, the following results are shown in the subsections 
down here. 

A. Obtaining access keys 

The access email was obtained, the respective password to 
access through the victim user’s network to the different types 
of social media mentioned below, and the number of people who 
could be detected as connected. A bar chart shows the use of the 
best-known social media within a period where the number of 
people related to the mentioned services is observed (Refer to 
Figure 9). 

          

Fig. 9. Number of users connected to the different social media. 

B. View images 

Evidence was made in the number of images downloaded or 
viewed on a specific day of the week, taking Tuesday as a 
reference, measuring every two hours from 08:00 a.m. to 10:00 
p.m. of the mentioned day. Then, the number of images viewed 
and downloaded during different periods obtained from the 
Wireshark program is shown (Refer to Figure 10). 

Fig.10. Number of images viewed or downloaded. 

C. Confidential data 

Employing these network traffic capture programs 
facilitates the extraction of packets traversing the HTTP 
protocol, a pivotal Internet communication protocol. This 
enables the retrieval of diverse data, encompassing activities 
on platforms such as WhatsApp, Facebook, Dropbox, and even 
detailed information about the connected device, including the 
cell phone model and associated user data [30, 31]. The 
adjacent table provides a comprehensive breakdown, detailing 
the devices linked to individuals who successfully connected 
during a specific timeframe stipulated for this investigative 
process (Refer to Figure 11 and Figure 12). 

Additionally, it's crucial to emphasize the ethical 
considerations and lawful use of such tools. The utilization of 
these programs for research purposes underscores the 
importance of respecting privacy and adhering to ethical 
standards. By shedding light on the potential insights gleaned 
from network traffic, this research contributes to the ongoing 
discourse on digital security, encouraging a balance between 
technological exploration and ethical responsibility. 
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Fig. 11. Number of people connected from different devices. 

 

 

 
 

Fig. 12. Referential Image people using different kinds of devices. 

D. General traffic on the Wi-Fi network 

Thanks to the program, the visualization of network traffic 
across the entire evaluation period becomes possible. This 
provides valuable insights into the fluctuation of connected users 
during specific intervals. A notable observation is the recurrent 
pattern of users maintaining sessions initiated at specific times 
every two hours throughout the day. The subsequent 
presentation of two figures encapsulates a wealth of information 
collected at various times and days of the week. The first image 
depicts the number of individuals connected during a Tuesday, 
marking the initiation of the initial tests with the Wireshark 
software (Refer to Figure 13 and Figure 14). Additionally, the 
subsequent figure portrays users connected to the Continental 
University's Wi-Fi network throughout the entire week, covering 
the days from Monday to Sunday within the predefined time 
range for this investigation (Refer to Figure 15). 

Furthermore, these visualizations serve not only to elucidate 
patterns in user connectivity but also to underscore the dynamic 
nature of network usage. Understanding these temporal 
variations is pivotal for enhancing network management and 
cybersecurity protocols in educational institutions and beyond. 

As we delve into the intricacies revealed by the program's 
capability to visualize network traffic, a nuanced understanding 
emerges. The recurrent pattern of user sessions initiated at 
specific intervals every two hours highlights the rhythm of 
connectivity throughout the day. Figures 13 and 14 offer a 
detailed snapshot of user engagement on a Tuesday, showcasing 
the robust testing phase with the Wireshark software. 
Meanwhile, Figure 15 provides a comprehensive overview of 
user connections spanning the entire week, offering insights into 
usage trends from Monday to Sunday. These visualizations not 
only quantify user engagement but also present an opportunity 
to fine-tune network management strategies. It's crucial to 
recognize that such observations contribute not only to the 
refinement of cybersecurity protocols but also to the broader 
understanding of how users interact with and depend on network 
resources within educational institutions and similar settings. 

 

Fig. 13. Referential Image users connected in a day of data capture. 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

 
 

 

 
 

 

 
Fig. 14. Number of users connected in a day of data capture. 
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Fig. 

15. 
Number of users connected during the week of data capture. 

IV. DISCUSSION OF RESULTS 

It was observed that some users seek to connect to access 
networks to access the Internet without caring about the risks 
that these may bring, which will repeatedly be mentioned below. 
Besides, it was possible to show how easy it is to deceive a user 
with the name of Free Wi-Fi to obtain their data, evidenced by 
the large number of users connected to our network. 

As we can see in the table, it was possible to obtain browsing 
data from the users connected to the network; among these, we 
find the images that they were viewing at that time, it was also 
possible to observe the number of users who are accessing the 
different social networks, and it was also possible to access the 
confidential data of the connected devices. As part of the users’ 
data, it is possible to know from what model of devices they are 
connected, their tastes, with whom they communicate 
frequently, or simply what they were looking forward to at that 
moment.  

The most apparent limitation within the study occurs in the 
legal field [32], as it is known in the rules of hacking ethics. In 
the democratic state of Peru, using information by people who 
do not consent to use is prohibited. That is why the study could 
not become broader or show the actual use of the experiment for 
which everything shown in this work is carried out in a field 
controlled by the project’s executors with the due consent of the 
people who were violated [33]. 

V. CONCLUSIONS 

In conclusion, the information that can be obtained within 
software such as Wireshark is the total network traffic we carry 
out; once connected within a free network, anyone with network 
knowledge could see our activity on the mentioned one.  

For people with high-security knowledge, it would not be a 
problem to obtain essential data such as passwords and others, 
even with the security offered by sites with HTTP security 
protocols; taking this as necessary, it is recommended not to use 
accessible networks if it is required to use or manage sensitive 
information.  

The lines below are the most relevant findings that confirm 
the danger to personal data when connecting to a Wi-Fi network 
with unrestricted access, which are the following:  

• Inexperienced users will not be uncertain about 
connecting to free Wi-Fi networks. 

• Data packets traveling through the Internet can be 
captured with the help of programs used in network auditing. 

• Users connected to the network can obtain access 
credentials, browsing data, and data from their connected device. 

Now, some solutions will be shown lines below to avoid this 
kind of intruders when accessing to a public Wi-Fi Network 
where there are many users who can log in to certain social 
media and compromised accounts. 

❖ Utilize a Virtual Private Network (VPN): 
Network can be encrypted before being transmitted over 
the internet. Consequently, even if someone intercepts 
the transmission, the will only encounter encrypted data, 
which is practically indecipherable without the 
appropriate key; then, it converts IP address because a 
VPN conceals your authentic IP address and substitutes 
it with that of the remote server, this leads that websites 
and services you engage with only perceive the IP 
address of the server and finally the secure tunnel that is 
the connection between your device and the remote 
server where you are, thwarting others on the same 
network (such as in a public Wi-Fi network) from 
observing your activities. The advantages of using this 
tool are Privacy and Anonymity because it safeguards 
your privacy by concealing your location and online 
activities, Security on Public Networks because it 
facilitates secure browsing specially on insecure public 
Wi-Fi networks and Access to Restricted Content by 
changing your virtual location to access geographically 
restricted content. 

❖ Secure Browsing through HTTPS: This is a 
protocol that is always guaranteeing the transfer of 
information over the Internet using an SSL/TLS 
encryption layer. When accessing an HTTPS-enabled 
website, your browser and the server engage in 
encrypted communication, safeguarding any sent or 
received data from third-party interception. Secure 
websites are equipped with digital certificates 
authenticating the server’s identity, assuring users that 
they are connecting to the correct site and not a 
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malicious replica. This approach offers protection 
against data interception, as HTTPS prevents spying and 
manipulation by third parties. Users can easily verify a 
secure website by checking for the padlock icon and 
“https://” denomination in the browser address bar, 
instilling confidence in the site’s identity.  

By implementing these solutions collective, alongside other 
security measures, a robust defense against vulnerabilities in 
public networks is established.  

Then, we want to add that this work will be expanded shortly. 
It must be verified that if the information encrypted by HTTPS 
security protocols can be decrypted, the time it takes to do it 
must be seen. The data collected in this article may become more 
extensive and complex, so there will be more of this collection; 
in addition, more cases will be formulated to prove when and 
where users can compromise their data and lose their personal 
information.  

 Finally, for those who wish to continue this work, we will 
gladly provide them with all the information and tools to expand 
this topic further. 
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